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Abstract

This is a screenshot document of how to setup your AWS environment, launch VMs with EC2 and
manage storage with S3.

Notes

e First you will have to sign up for an AWS regular account, if you don’t already have one.
e You will be sent AWS credits to use for this course. However, you will not need to use credits for
this lab.
o See this link for info about redeeming credits: https://aws.amazon.com/awscredits/

Do not apply for an AWS Educate Account

e Setup abilling alert to make sure you don’t accidentally use up your free credits without noticing.

e Stop your instances when you are done for the day to avoid incurring charges. Use your funds
wisely. Terminate them when you are sure you are done with your instance (disk storage also costs
something, and can be significant if you have a large disk footprint). Look into creating custom
alarms to automatically stop your instances when they are not doing anything.

e This guide has been prepared considering that you are using Linux or Mac OS to connect to the
remote instance. If you are using windows we recommend you read:

http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/putty.html

e This guide describes a basic use to develop and execute the course hands-on. For further use we
recommend you read the AWS guidelines to create IAM users and VPCs:



https://aws.amazon.com/awscredits/
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/putty.html
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http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/get-set-up-for-amazon-ec2.html

e We strongly recommend you first read this introductory Amazon EC2 guide that presents the basic
concepts: instances, AMIs, security groups, root devices, regions and availability zones.

http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html

e We strongly recommend you first read this introductory Amazon S3 guide that presents the basic
concepts: buckets and objects.

http://docs.aws.amazon.com/AmazonS3/latest/dev/Introduction.html
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1. Create a key pair to connect to the cloud VMs
You can skip this step if you already have a key pair from other courses.

e Login to AWS, go to the EC2 dashboard, select “key pairs” on the left hand menu, and click “Create
Key Pair”. We recommend you name it “CS205-key".
e Windows: Select ppk file format and save it somewhere safe. Skip to #2

EC2 Key pairs Create key pair

Create key pair

Key pair
A key pair, consisting of a private key and a public key, is a set of security credentials that you use to prove your identity when connecting to
an instance.

Name

CS205-key

The name can be up to 255 characters long. Valid characters include _, -, a-z, A-Z, and 0-9.

File format

O pem
For use with OpenSSH

ppk
For use with PuTTY

Cancel Create key pair

e Download the private key locally and copy it to the .ssh folder. In my case, and for illustration:
$ mv ~/Downloads/CS205-key.pem ~/.ssh/CS205-key.pem

Change the permission of the file

$ chmod 600 ~/.ssh/CS205-key.pem

Remember the key path and name (~/.ssh/CS205-key.pem)

2. Launch a VM

We are going to launch an Amazon EBS-backed instance (meaning that the root volume is an EBS'

" EBS stands for “Elastic Block Storage”
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volume). We will let Amazon EC2 select an Availability Zone for us .

—
Internet

Instance
Security Group

J
Root
Amazon EBS

Private ke
= 4

Go to the EC2 dashboard and click “Launch Instance”.

@ New EC2 Experience

Dedicated Hosts 0 Snapshots 0
Tell us what you think

EC2 Dashboard New Volumes 0 Load balancers 0
Events i .

P Key pairs 2 Security groups 4
Tags
Reports Placement groups 0
Limits

FHEEES (@ Easily size, configure, and deploy Microsoft SQL Server Always On availability groups on X
AWS using the AWS Launch Wizard for SQL Server. Learn more

Instances
Instance Types
Launch Templates new
Spot Requests Launch instance
Savings Plans
Reserved Instances To get started, launch an Amazon EC2 instance, which is a virtual server in the cloud.
Scheduled Instances Note: Your instances will launch in the US East (N. Virginia) Region

Capacity Reservations

e Step 1:Select “Ubuntu Server 18.04” as AMI

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review
Step 1: Choose an Amazon Machine Image (AMI) el s s
® Ubuntu Server 18.04 LTS (HVM), SSD Volume Type - ami-07ebfd5b3428b6f4d (64-bit x86) / ami- m

0400a1104d5b9caat (64-bit Arm)
© 64-bit (x86)

Ubuntu Server 18.04 LTS (HVM),EBS General Purpose (SSD) Volume Type. Support available from Canonical ~ 64-bit (Arm)

(http://www.ubuntu.com/cloud/services).

Root device type: ebs  Virtualization type: hvm  ENA Enabled: Yes
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e Step 2: Select “t2.micro” as instance type (“Free Tier Eligible”). It is important to select EBS backed
instances for persistency?.

Step 2: Choose an Instance Type
Amazon EG2 provides a wide selection of instance types optimized to fit different use
capacity, and give you the flexibility to choose the appropriate mix of resources for yo

Filter by: = All instance types v Current generation v Show/Hide Ci

Currently selected: t2.micro (Variable ECUs, 1 vCPUs, 2.5 GHz, Intel Xeon Family,

Family e Type - vCPUs (i) ~
General purpose t2.nano 1
t2.micro
General purpose  _-=ite 1
8  Cenem il

e Step 3: Click “Next” in the bottom right corner to modify the configurations. Use default
configurations for the rest of steps. It is highly recommended to revise and understand all options
(especially the “Configure Security Group” option. Changing the “source” from “custom” to “My IP”
is safer). At the final step, click “Launch”.

e Step 4: Select your key pair and “Launch Instance”

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AM|s, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected Key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

Choose an existing ey pair
Select a key pair
course-key

| acknowledge that | have access to the selected private key file (course-key.pem), and that
without this file, | won't be able to log into my instance.

Cancel Launch Instances

e Step 5: Go to “Running Instances” in EC2 Dashboard and wait for the VM to be “running”.

2 EBS will save the data on the drive after the instance is stopped.
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(T Services v  Resource Groups v %
£62 Beshoand Launch Instance Actions v
Events 1
Tags Q
Reports

Name + Instance D ~ Instance Type ~ Availability Zone ~ Instance State
Limits

JL-ExoMars2... i-08ac64422... t2.small us-east-1a @ stopped

=] INSTANCES
i-0ced4b9f0a. .. t2.micro us-east-1e @ running

e Step 6: Familiarize yourself with the actions and the status and monitoring information provided
by the dashboard.

3. Login to the VM

After you launch your instance, you can connect to it and use it the way that you'd use a computer
sitting in front of you. It can take a few minutes for the instance to be ready so that you can connect to
it. Check that your instance has passed its status checks - you can view this information in the Status
Checks column on the Instances page.

To connect to your Linux instance from a computer running Mac or Linux, you'll specify the . pem file to
your SSH client with the -i option and the path to your private key. To connect to your Linux instance
from a computer running Windows, you can use either MindTerm or PuTTY. If you plan to use PuTTY,
you'll need to install it and use the following procedure to convert the .pem file to a .ppk Ffile:
Connecting to Your Linux Instance from Windows Using PuTTY

The Linux procedure is as follows:

e Selecttheinstance, and then choose Connect.
e Copy the Public IP address from this pane


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/putty.html
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Connect to instance info
Connect to your instance i-00183dcad65722627 using any of these options

EC2 Instance Connect Session Manager SSH client

Instance ID
i-00183dcad65722627
Public IP address

Z (@ Public IP address
copied

Usern

ubuntu

Connect using a custom user name, or use the default user name ubuntu for the AMI used to launch the instanc

e Execute the SSH command to login to your VM, replacing the IP below with the IP address you just
copied

ssh -1 ~/.ssh/CS205-key.pem ubuntu@34.230.37.25

@0 e nacho — ubuntu@ip-172-30-4-13; ~ — ssh -i ~/.ssh/course-key.pem ubuntu@34.230.37.2556 — 90x25

Welcome to Ubuntu 16.04.2 LTS (GNU/Linux 4.4.0-1022-ows x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu. com/advantage

Get cloud support with Ubuntu Advantage Cloud Guest:
http://www.ubuntu.com/business/services/cloud

@ packages can be updated.
@ updates are security updates.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

ubuntu@ip-172-30-4-13:~$ ||

In most cases, the public IP address is associated with the instance until it's stopped or terminated,
after which it’s no longer available for you to use. If you require a persistent public IP address that
you can associate and disassociate at will, use an Elastic IP address (EIP) instead. You can allocate
your own EIP, and associate it to your instance after launch.

e Windows
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Download putty
Copy the public IP address of the instance

EC? Instances i-0887f3eadf8ba5c05

Instance summary for i-0887f3eadf8ba5c05 info

Updated less than a minute ago
@ Public IPv4 address

copied

Instance ID

i-0887f3eadf8ba5c05 3.83.12.19 | open address [
Instance state Public IPv4 DNS
© Running ec2-3-83-12-19.compute-1.amazonaws.com | open address [2
Instance type Elastic IP addresses
t2.micro -
AWS Compute Optimizer finding IAM Role

@Opt—in to AWS Compute Optimizer for recommendations. | Learn more [4 -

e Open Putty and paste in the IP into Host Name
e Onthe left side click on SSH -> Auth and browse for your ppk file

& PuTTY Configuration ? X
Category:
= Session ~ \ Options controlling SSH authentication |
- Logging
= Terminal Display pre-authentication banner (SSH-2 only)
Keyboard [CIBypass authentication entirely (SSH-2 only)
Bell
Features Authentication methods
= W‘;C:J%garance Attempt authentication using Pageant
Behaviour D Attempt TIS or CryptoCard auth (SSH-1)
Translation Attempt "keyboard-interactive" auth (SSH-2)
[H Selection
Colours Authentication parameters
[= Connection [ ] Allow agent forwarding
Eata I:‘ Allow attempted changes of username in SSH-2
ro:
Te\r:zt Private key file for authentication:
Rlogin |C:\Users\S\mDn\DDwnIDads\WinduwsCSZ Browse...
=1SSH
-Kex
+-Host keys
+-Cipher
= Auth
. -~GSSAPI
=TTY
LX11 i

ey oper

e Click “Open”
e Login as “ubuntu”

4. Not able to login?

If you could not login, then make sure that the security groups (firewalls) of the VM opens the port 22
to the outside world. Under the security access of the cluster console, check the security groups.

e Click on the Security groups of the VM, id:"sg-9d898fed” (your security groups will have different


https://www.putty.org/
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IDs but it starts with “sg-“). This can be found on the left pane under “Network and Security”.

Create Security Group [Ji¥.U:1 R

Q) search : sg-9d898fed

Name ~ GrouplD =~ Group Name ~ VPCID ~ Description -

5g-9d898fed launch-wizard-75 vpc-82cedae? launch-wizard-75 created 20...

Select the Inbound tab and click on Edit

Description Inbound Outbound Tags

Edit
Type (i) Protocol (i) Port Range (i) Source (i)
S8H TCP 22 0.0.0.0/0

Click on “Add Rule”, a new row will be created and fill out the new row with the following:
Edit inbound rules X
Type (i) Protocal (i) Port Range (i) Source (i) Description (i)
Custom TCP Ru TCP 22 Anywhere 0.0.0.0/0, :2/0 e.g. SSH for Adr Desktof e
Add Rule

NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that depends on that
rule to be dropped for a very brief period of time until the new rule can be created.

Click “Save”

If you still cannot login, make sure your VPC route table is configured to allow traffic to and from the
Internet

Open the Amazon VPC console.
In the navigation pane, choose Route Tables and then select your VPC route table from the list.
On the Routes tab, ensure that you have a default route pointing to your Internet gateway (IGW).

If you do not see this, choose Internet Gateways from the navigation pane and copy the ID of your
Internet gateway. If you do not have an Internet gateway, create one and attach it to your VPC. Be
sure to copy the ID of the new IGW

Go back to Route Tables and select the Routes tab.
Edit and create a route that points 0.0.0.0/0 to your Internet gateway ID.

Save the route table.
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5. Upload/download files to/from the VM

After you launch your instance, you can use the SCP command to upload and download files to/from
your client computer.

Please make a new terminal window/tab, keeping the original window that is connected to the EC2
instance.

e Download the file “shrek.txt” from the lab website
e Copy the file shrek.txt from the local host to a remote host

scp -1 ~/.ssh/CS205-key.pem ~/Downloads/shrek.txt
ubuntu@34.230.37.25:/home/ubuntu

Confirm that the file was copied into your /home directory
less shrek.txt

Hit the "q" key to quit less.

Windows
e You have a couple of options, either PSCP or WinSCP, though the WinSCP GUI might be the
easiest. Paste your EC2 instance’s Public IP address into “Host Name” and input username

“ubuntu”
ﬁ Login . X
i New Site Session
File protocol:
_SFI'P =
Host name: Port number:
3.83.12.19 || 2E
User name: Password:
|ubuntu | | |
Save b4 - Advanced... IV.
Tools hd Manage v Login |v Close Help

Show Login dialog on startup and when the last session is closed

10
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Advanced -> SSH -> Authentication, upload the ppk

Advanced Site Settings

Environment

- Directories
- Recycle bin
- Encryption
- SFTP
- Shell

Connection

- Proxy
- Tunnel

S5H

- Key exchange
- Authentication
- Bugs

MNote

Color v

|:| Bypass authentication entirely

Authentication options
Attempt authentication using Pageant

Attempt 'keyboard-interactive' authentication

Respond with a password to the first prompt

Attempt TIS or CryptoCard authentication (SSH-1)

Authentication parameters
[ ] Allow agent forwarding
Private key file:

C:\Users\Simon\Downloads\Windows C5205.ppk

Display Public Key Tools b4

GSSAPI
Attempt GSSAPI authentication

[ ] Allow GSSAPI credential delegation

OK

Drag files into the window or from the filesystem on the left.

Optional:

e To copy the file "shrek.txt" from a remote host to the local host

scp -1 ~/.ssh/CS205-key.pem ubuntu@34.230.37.25:/home/ubuntu/shrek.txt .

e You can also use the tool sftp, which is integrated into many graphical tools

sftp -i ~/.ssh/CS205-key.pem ubuntu@34.230.37.25

5. Disconnect and terminate instance

e Type exit inyour terminal window to disconnect.

e Terminate the instance via the EC2 console

11

Cancel

Help
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Instances (1/1) info l C H Connect H Instance state 4 ][
[ - Stop instance
‘ Q, Filter instances
art instance

\ Instance state: running X‘ ’ Clear filters l i

Reboot instance
Name v Instance ID Instance state V¥ Instance type ¥

Terminate instance —
= i-0d893d3a786dc34d6 ®@Running ®Q, t2.micro e

6. Bucket and object management in S3

Amazon S3 has a simple web services interface that you can use to store and retrieve any amount of
data, at any time, from anywhere on the web.

e Every object in Amazon S3 is stored in a bucket. Before you can store data in Amazon S3, you must
create a bucket. Go to the S3 dashboard and click “Create Bucket” in our default region “US East”.
The name must be unique across all existing bucket names in Amazon S3. After you create the
bucket you cannot change the name, so choose wisely. Choose a bucket name that reflects the
objects in the bucket because the bucket name is visible in the URL that points to the objects that
you're going to put in your bucket.

Proceed through the four steps. You don’t need to update the permissions in step 3 at the
moment.

12
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Create bucket

Buckets are containers for data stored in S3. Learn more [4

General configuration

Bucket name

some-unique-bucket-name-cs205

Bucket name must be unique and must not contain spaces or uppercase letters. See rules for bucket naming [

Region

US East (N. Virginia) us-east-1 v

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

Scroll to the bottom and press “Create Bucket”. Don’t bother changing any settings.

e To upload an object to a bucket, choose the name of the bucket that you want to upload your
object to, choose Upload and then “Add Files”

Upload

Add the files and folders you want to upload to S3. To upload a file larger than 160GB, use the AWS CLI, AWS SDK or Amazon
S3 REST API. Learn more [4

Drag and drop files and folders you want to upload here, or choose Add files, or Add folders.

Files and folders (1 Total, 511.0 B) Add files } [ Add folder
All files and folders in this table will be uploaded.
Q ) 1
Name A Folder v Type v Size v
shrek.txt - text/plain 511.0B

Scroll to the bottom and press “Upload”.

e Click on the destination to bring you back to the bucket. Confirm the file is in the bucket.

13
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some-unique-bucket-name-cs205

Objects Properties Permissions | Metrics Management Access points

Objects (1)

Objects are the fundamental entities stored in Amazon S3. For others to access your objects, you'll need to explicitly grant them permissions. Learn more E

’ Actions ¥ ’

Create folder

= Name A Type v Last modified v Size v Storage class v

LJ @ shrek.txt txt January 25, 2021, 20:09:36 (UTC-05:00) 511.0B Standard

e Delete the file. Then click on “Buckets” on the left to go back to the bucket list. Delete your bucket.

Stop your instances when are done for the day to avoid
incurring charges
Terminate them when you are sure you are done with your
instance.

14



